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Top frauds of 2022

2.4 million l

Number
of reports

REPORT

FTC’s Consumer Sentinel Data Book 2022
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Reporting age difference

Younger people
reported losing

money to fraud Age 20-29
more often than @
older people. Age 70-79

FTC’s Consumer Sentinel Data Book 2022 . )
ftc.gov/libraries



Amount lost age difference
$1,674

But when people

aged 70+ had a loss,

the median loss $548
was much higher.

$1,000

Age 20-29 70-79 80+

FTC’s Consumer Sentinel Data Book 2022 . .
ftc.gov/libraries




#FTCTopFraud oD
Top Frauds 2022 piseniliSlctiog

Imposters Online Prizes, Investments Business and
shopping sweepstakes, job opportunities

lotteries



Method of contact?

o $1.2 biion
Scammers contacting total lost

people on social or by

phone led to hig losses Social media:

Highest overall
reported l0sses

FTC’s Consumer Sentinel Data Book 2022

0 $1,400
median loss
Phone calls:

Highest per person
reported losses
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Spot Impersonators

A A =
Kl OO =

Learn more: ftc.gov/imposters
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The FTC won’t demand you pay

by bank or wire transfer
with cryptocurrency
with gift cards I

A Only scammers do that.

Report impersonators at E elelgint=[{eNileielo)V;



Bank iImpersonators

* Don’t trust caller ID

* Don’t give personal information to anyone who
contacts you out of the blue

* Don’t click links in unexpected texts or email

*|f you’ve clicked a link by mistake, update your
phone and computer’s software
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ftc.gov/PaymentApps #stopscams

Know who you’re sending
= [c1| money to before using a
payment app
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Romance scams

e Scammers are on dating apps but also social
media

* Gain your trust —then they “need” money

 Scammers demand payments with gift
cards, wire transfers, and cryptocurrency
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Did you get a letter
offering an easy way to
cash in on someone else’s
life insurance policy?

It’s a scam.

ReportFraud.ftc.gov
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Protect yourself against
A disaster-related scams

ftc.gov/WeatherEmergencies




cxample of Family emergency

Family Emergency Scam Call

with a twist
b cancon s e, QD

Sebastian? Is that you? ¢ New AI tW'St - C|Ones the VOICE Of
your loved one

Yes, it’s me, Sebastian.
Grandpa, I’'m in trouble,
and | need money for bail.

e (Call the person to verify at a
number you know is theirs.

What happened?

Please don’t tell
Mom or Dad. I'll get
in so much trouble.

Please help me!

ftc.gov/libraries
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Won a giveaway on social media
but they want your credit card
iInformation to claim your prize?

Slow your scroll.
It could be a scammer.

ftc.gov/scams

== Claim Prize
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Medicaid won’t charge
you to renew or enroll.

Medicaid.gov
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Did you get a text from your
own number with a link?

Don’t click. That’s a scam.
ReportFraud.ftc.gov
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Things To Do To
/ Protect Yourself Online

| v Lock down your accounts
J Secure your home Wi-Fi
| \/ Protect your computer and phone
v Recognize attempts to steal your information

@' Ezﬁ:fs';;g;“ s/ Back things up



Hacked email or social media account?

Get back into your account.

e Update your security software, run a scan and delete
and malware

e Change your passwords

e Set up multi-factor authentication

* Follow the procedures of the provider

Back in?

 Check your account settings
* What’s in your inbox

e Tell your friends

MAIL MANAGER

CAN’T
LOG IN!

CANCEL




What to do if you paid a scammer

*Cash App: Chat through their app for the fastest service.
* g0 to your profile & choose Support, or
* visit cash.app/help or call 1 (800) 969-1940

*Venmo: Chatting through their app for the fastest service
 go to your profile & choose Get Help, or
* email Venmo’s contact form or call 1 (855) 812-4430

*PayPal: Report it online at PayPal’s Resolution Center or
e call PayPal at 1 (888) 221-1161

ftc.gov/libraries


https://consumer.ftc.gov/now-leaving?external_url=https%3A%2F%2Fcash.app%2Fhelp&back_url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fmobile-payment-apps-how-avoid-scam-when-you-use-one
https://consumer.ftc.gov/now-leaving?external_url=https%3A%2F%2Fhelp.venmo.com%2Fhc%2Fen-us%2Frequests%2Fnew%3Fticket_form_id%3D624807&back_url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fmobile-payment-apps-how-avoid-scam-when-you-use-one
https://consumer.ftc.gov/now-leaving?external_url=https%3A%2F%2Fwww.paypal.com%2Fdisputes%2F&back_url=https%3A%2F%2Fconsumer.ftc.gov%2Farticles%2Fmobile-payment-apps-how-avoid-scam-when-you-use-one
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Report Fraud to the FTC

'

Search FAQs on Report
g;":ﬁ FEDERAL TRADE COMM ISSION i e
7 R rtFraud.ftc.gov
epo tFraud.ftc o FAQs Update Report Espariol

Report to help

) ! '.‘ ‘ﬂ fight fraud!
ﬂ---::: a Report Now —
?:::?';' 1 W Y 1f i TN
i' Protect your community by reporting fraud, scams, and bad business practices.

English:
ReportFraud.ftc.gov

Spanish:
ReporteFraude.ftc.gov

ftc.gov/libraries
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Scam Prevention in Other Languages

Consumer Education

sca m m ers p roba b Iy i;1 ?\"[lilliplt Languages |-. 3
speak your language.

|
Learn to spot/avoid/report scams | : :
in a dozen languages. | e

ftc.gov/languages
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IdentityTheft.gov

=
* personal recovery plans

e step-by-step advice

e prefilled forms & letters
e free and secure access
* chat & phone support

* Spanish language site

Report identity theft and geta
recovery plan

Get Started =

Report identity
theft and get a
recovery plan

: ——
S P2 T Get Started
e e e
. - ~ g -~
> ) - y O DIOWSE recovery Steps

e i
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FREE resources

e Learn about scams:

e consumer.ftc.gov

CONSUMER | * Get print materials:
ALERTS | » ftc.gov/bulkorder
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Stay connected

Get Consumer scam alerts
 ftc.gov/consumeralerts

ftc.gov/libraries


http://www.ftc.gov/consumeralerts

Questions

¥y

¢
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